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* * * * Start of 1st change * * * *
[bookmark: _Toc83205989]5.2.5.2.2	UE initiated PDU Session Modification for C2 Communication
C2 authorization is requested at PDU session Modification:
-	After UUAA-SM is performed and a common PDU session is used for connectivity to USS and C2 communication to a UAV-C (as configured in the UAV); or
-	If the UE has already established a PDU session for C2 communication to a UAV-C.




Figure 5.2.5.2.2-1: PDU Session modification for C2 communication (common PDU session for UAS services)
1.	The UE establishes a PDU Session for USS communication as described in clause 5.2.3.
2-3.	When the UAV needs to establish C2 communication the UAV determines that an existing PDU session can be used and initiates a PDU Session Modification procedure. The UE shall include in the request a CAA-Level UAV ID and shall include a C2 Aviation Payload within a UAS container that includes C2 authorization information. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which takes precedence over UAV provided pairing information. The pairing information includes the CAA-level UAV ID of the requesting UE and also includes identification information of UAV-C to pair if available. The UAV may also include other information such as Flight Authorization information.
NOTE:	How the pairing information is configured in the UAV is outside the scope of 3GPP specifications.
4-5.	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and presence of CAA-Level UAV ID that authorization is required. The SMF invokes the authorization procedure with the USS (via UAS-NF) by invoking a Nnef_Auth_Reauth request including the UAS container provided by the UAV in step 2 (including the C2 Authorization Payload), the CAA-Level UAV ID, GPSI, PDU Session IP address, and optionally the UAV location (e.g. Cell ID) provided by the AMF.
6.	PDU Session Modification procedure completes as in TS 23.502 [3] figure 4.3.3.2-1.
Editor's Note: It is FFS if any indication from SMF to UE is needed on pending C2 authorization.
76.	Triggered by step 5, the USS performs C2 authorization based on the received information and invokes, in order to forward the C2 authorization result to the UAV/UE, Step 1-4 of the UAV Re-authenticationRe-authorization procedure (see figure 5.2.4.13-1) including GPSI, CAA-Level UAV-ID (potentially new) and included in the authorization message, the C2 authorization result and security information. 
7.	PDU Session Modification procedure completes as in TS 23.502 [3] figure 4.3.3.2-1. And the SMF forwards the received authorization message (including the C2 authorization result and security information) to the UAV/UE in Step 3-5 of TS 23.502 [3] figure 4.3.3.2-1. If the SMF has not received policy configuration update for C2 communication from the USS, the SMF shall indicate to the UE that C2 communication is pending for further notification. If the UE receives an indication that C2 communication authorization is pending, the UE shall refrain from sending C2 traffic until it receives a final authorization confirmation as described in Figure 5.2.5.4.1-1 step 5.

8.	The USS invokes, with the received PDU Session IP address and the IP address of the authorized paired UAV-C as input, the USS initiated pairing policy configuration procedure (see figure 5.2.5.2.4-1) to request corresponding traffic to be allowed on the PDU session in the UPF.
Unless a dedicated QoS is requested for the C2 flows, this procedure does not invoke any interaction with the UE, AMF or RAN.

* * * * Start of 2nd change * * * *

[bookmark: _Toc83205990]5.2.5.2.3	UE initiated PDU Session Establishment for C2 Communication
If C2 authorization is requested during PDU session establishment to a PDU session used specifically for C2 communication to UAV-C the UAV requests C2 authorization as follows.


Figure 5.2.5.2.3-1: PDU Session establishment for C2 communication (separate PDU Sessions for UAS services)
0.	The UAV has performed a successful UUAA with the USS (UUAA-SM or UUAA-MM) and the USS has for the corresponding GPSI subscribed for PDU Session Status Event from the NEF.
1.	When the UAV needs to establish C2 communication the UAV determines that a new dedicated PDU session is required for connectivity to UAV-C. The UE initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to UAV-C. In the PDU Session establishment request CAA-Level UAV ID and a C2 aviation payload to be used for C2 authorization shall be included and forwarded to the SMF. The pairing information includes the CAA-Level UAV IDs of the requesting UAV and identification information for the UAV-C to pair may be included in C2 aviation payload. The UAV may also include other information such as Flight Authorization information. The USS may also use its locally configured pairing information for UAV - UAV-C pairing authorization which then takes precedence over UAV provided pairing information.
2.	For a UAV with aerial subscription the SMF determines based on the DNN/S-NSSAI of the PDU session and the presence of CAA-Level UAV ID that C2 authorization is required. The SMF then sends a Nnef_Auth_Request, which is used to request authorization to pair the UAV with UAV-C, to the UAS NF/NEF that includes the GPSI, CAA-Level UAV ID and C2 Aviation Payload and optionally the UAV location (e.g. Cell ID) if provided by the AMF and the DNN and S-NSSAI of the PDU session.
	For a UAV with aerial subscription, if the SMF determines based on the requested DNN/S-NSSAI that the authorization procedure with the USS is required, but the UAV has not provided the CAA-Level UAV ID, the SMF rejects the PDU session establishment with a cause indicating that USS authorization is required.
3.	The UAS NF/NEF checks that a valid UUAA is stored for the GPSI and forwards the received authorization request as a Naf_Auth_Request to the USS.
4. The USS performs C2 authorization based on the received information and includes in the Naf_Auth_Response sent to the UAS NF/NEF CAA-Level UAV-ID (potentially new) and included in the authorization message the C2 authorization result, i.e. whether the UAV is allowed to be paired with the UAV-C, and security information.
5.	The UAS-NF/NEF forwards the information received from the USS the Nnef_Auth_Response sent to the SMF.
6.	To informs the UE about the C2 authorization result the SMF includes the authorization result and, optionally, a new CAA-Level UAV ID if received from the USS, in the PDU Session Accept sent to the UE and let the PDU session establishment procedure continue until finalized. If the SMF has not received pairing policy configuration update for C2 communication from the USS, the SMF shall indicate to the UE that C2 communication is pending for further notification. If the UE receives an indication that C2 communication authorization is pending, the UE shall refrain from sending C2 traffic until it receives a final authorization confirmation as described in Figure 5.2.5.4.1-1 step 5.
If a failed C2 authorization result is received from the USS, the SMF instead rejects the PDU establishment and include a reason code indicating not authorized.
7.	If the C2 authorisation is successful the USS subscribes via the UAS-NF to a PDU Session Status event for the PDU session used for C2 including in the request the GPSI of the UAV. The UAS NF determines DNN, S-NSSAI corresponding to the PDU session used for C2 communication and uses this DNN, S-NSSAI to subscribe to SMF for PDU Session Status event. The SMF detects, as described in step 6-7 of figure 4.15.3.2.3-1 in TS 23.502 [3], when the PDU Session is established and send the PDU Session Status event report to the UAS NF/NEF by means of Nsmf_EventExposure_Notify message, including GPSI and UE IP Address. The UAS NF/NEF then forwards the event message to the USS.
8.	The USS stores the received UE IP address and invokes, with the received PDU Session IP address and the IP-address of the authorized paired UAV-C as input, the USS initiated pairing policy configuration procedure (see figure 5.2.5.2.4-1) to request corresponding traffic to be allowed on the PDU session by the UPF.
	Unless a dedicated QoS is requested for the C2 flows, this procedure does not invoke any interaction with the UE, AMF or RAN.
* * * * Start of 3rd change * * * *
[bookmark: _Toc83205994]5.2.5.4	USS initiated C2 pairing policy configuration
[bookmark: _Toc83205995]5.2.5.4.1	USS initiated C2 pairing policy configuration in 5GS
The USS initiated C2 pairing policy configuration Figure 5.2.5.4.1-1.


Figure 5.2.5.4.1-1: USS initiated C2 pairing policy configuration in 5GS
0.	The UAV is registered in the network and a PDU session is established as specified in clause 5.2.3.2.
1.	The USS initiates the PDU Session modification by invoking the Nnef_AFSessionWithQoS_Create request including USS Identity/AF Identifier, Transaction Reference ID, UAV-UAVC Pairing info/Flow description(s), QoS reference. The UAV-UAVC Pairing info/Flow description(s) includes the UAV-C IP address. See step 1 in clause 4.15.6.6 of TS 23.502 [3]: Setting up an AF session with required QoS.
2.	UAS NF/NEF authorizes the request from the USS followed by interacting with PCF triggering a Npcf_PolicyAuthorization_Create request and provides relevant parameters to the PCF.
	PCF determines whether the request is authorized and if the requested QoS is allowed. PCF informs UAS NF/NEF if the request is accepted by invoking Npcf_PolicyAuthorization_Create response. See steps 2 - 4 in figure 4.15.6.6.6-1 of TS 23.502 [3].
3.	UAS NF/NEF sends a Nnef_AFsessionWithQoS_Create response message (Transaction Reference ID, Result) to the USS. Result indicates whether the request is granted or not. See step 5 in figure 4.15.6.6.6-1 of TS 23.502 [3].
NOTE:	Use of Nnef_AFSessionWithQoS_Create can be further evaluated with stage 3 work.
4.	If the PCF determines that the SMF needs updated policy information, the PCF issues a Npcf_SMPolicyControl_UpdateNotify request with updated policy information. The updated policy information includes the UAV-C IP address. See steps 3 - 5 in figure 4.16.5.2-1 of TS 23.502 [3].
5.	The PDU Session Modification continues and completes as in steps 2a - 13 in figure 4.3.3.2-1 of TS 23.502 [3], UE or network requested PDU Session Modification (for non-roaming and roaming with local breakout). Based on the updated policy information received, the SMF determines and provides N4 rules to enable communication between UAV and UAV-C, e.g. Packet Detection Rules, Forwarding Action Rules. If the SMF has previously indicated to the UE that the C2 communication authorization is pending, the SMF notifies the UE that the C2 communication is authorized in the PDU Session Modification Command. If the UE has stored a previous indication that the C2 communication authorization is pending for the PDU Session, the UE shall delete the indication and may engage in C2 communication.
6-7.	[Optional] The PCF sends Npcf_PolicyAuthorization_Notify message to the UAS NF/NEF when the modification of the transmission resources corresponding to the QoS update succeeded or failed. The UAS NF/NEF transfers this information to the USS by sending Nnef_AFSessionWithQoS_Notify message. See steps 6 and 7 in figure 4.15.6.6-1 of TS 23.502 [3].

* * * * End of changes * * * *
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